SES INFORMATION ASSURANCE TEAM CHARTER

Team Identification

SES Team
Information Assurance

SES Team Manager
Michelle Johnston

Version/Date
v. 1.0, 11/20/03

PMO Approval


Component
Information

Team Mission Statement
Work together to become a high performing team providing quality information assurance services to all clients.

Team Scope/Overview
1) All SES personnel working on projects in the area of Information Assurance.

2) Each team member will have experience in multiple disciplines.

Key Client Expectations
1) Quality products delivered on time.

2) Meet information assurance testing, evaluation and assessment needs of the client.

3) Collaborate and communicate effectively with client.

4) Foster enhanced understanding of information assurance with our clients.

5) Develop solutions that fit the client’s process and business model.

6) Provide training for clients on any processes or products developed.

Performance Goals and Objectives


1) Become a high performing team rated “GREEN” or “BLUE”.

2) All Information Assurance projects are rated “GREEN” or “BLUE”.

3) All Information Assurance team members will work to increase skill level and performance.

4) Use industry standard processes and procedures that are repeatable.

Key Products/Deliverables
1) Team Charter

2) Self-development plans for each team member.

3) List of Information Assurance services available for clients, 

(Attachment 1)



Required Processes/Standards
1) SES PM and QA processes

2) ISO 17799 Security Standards

3) Current National Institute for Standards in Technology (NIST) security standards



Team Roles/Relationships
1) Team Members will work together and with Team Manager.

2) Team Members will report to Team Manager.

3) Team members will mentor one another as circumstances and assignments allow.
4) Team members will provide service with professionalism.
5) Team Manager will report to SES PMO.

Quality Objectives
1) All products are subjected to a quality review before delivery

2) Tools and templates reviewed by team before inclusion in PAL.

3) Customer Satisfaction and Continuous Improvement



Team Ground Rules

Performance/Client Expectations

GR-
Team Manager will communicate project and team performance goals and objectives to the Information Assurance Team.

GR-1
Team Members will establish, understand, and commit total resources to accomplishing the Team’s Performance and Quality Objectives.

GR-2
Team Members will seek to exceed the Client’s expectations at all times.

GR-3
Team Members will complete assignments as agreed.  (Delays will be communicated to the Team Manager prior to the deadline.)

GR-4
Team Members will work and support each other to be successful

Communication

GR-5
Team Members will communicate all items of interest and concerns with Client to Team Manager.

GR-6
Team Members will conduct efficient meetings with agendas, facilitation and minutes (when appropriate).

Resource Management and Development

GR-7
Team Members will work toward certifications and other types of education to develop personal skills as well as expand the areas of expertise and levels of service offered by the Team.

Use of Processes and Standards

GR-8
Team Members will be trained and expected to comply with structured, written, and repeatable processes.
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INFORMATION ASSURANCE TEAM SERVICES
Access Control Management

· Assessments

· Policy and procedures

· Tools

Business Continuity Planning

Configuration Management

· Assessments

· Plans

· Implementation

Data management

· Backup processes, procedures, tools recommendation and implementation

· Storage processes, procedures, tools, recommendation and implementation

Development of log analysis tools

Firewalls

· Recommendation

· Implementation

· Configuration

Intrusion detection implementation and analysis

Legislative requirements gap analysis

· HIPAA

· GLB

Liaison with security products vendors

Network management

Policy tracking tools

Risk management planning

Risk mitigation

Secure database design

Secure software application design

Secure systems architecture design

Security audits

Security awareness training

· Plans

· Workshops

· How to implement and maintain

Security client training (“How to” training)

· How to set up security programs

· How to write policies and procedures

Security implementation evaluation

Security management

· Plans

· Assessments

· Temporary administration

Security policy review

· Due Diligence review

Security policy management tools

· Symantec Enterprise Security Manager (ESM)

· Legislation specific policy creation for ESM

Security risk assessments

· OCTAVE

· NIST

· CMS

Security system configuration

Technical vulnerability assessments

Penetration testing
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